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Abstract 

This review seeks to establish a theoretical framework elucidating the role of strategic 

intelligence in fostering intellectual security among university faculty members 

operating within academic settings. Synthesizing a corpus of empirical and theoretical 

contributions from premier journals in strategic management and organization studies, 

and adhering to the PRISMA 2020 protocol, the analysis draws upon English-language 

studies published from 2015 to 2026, sourced from the Scopus database. The review 

specifically examines the influence of strategic intelligence on intellectual security 

outcomes. Findings reveal that the effective deployment of strategic intelligence 

applications necessitates holistic approaches that converge technological development 

with fortified managerial and legal capacities for information verification and 

intellectual property protection. In view of the limited scholarship intersecting 

strategic intelligence and intellectual security, this review advocates for further inquiry 

employing quantitative, qualitative, and exploratory designs across this expansive 

scientific terrain. 
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Introduction 

In academic settings, strategic intelligence has been predominantly investigated in relation to institutional foresight and 

competitive positioning, with academic libraries being urged to enhance their strategic intelligence capacities to anticipate shifts 

in information demands and technological trajectories. As universities become progressively embedded within digital 

information ecosystems, faculty members are positioned as both potential targets and conduits of cognitive manipulation—

rendering intellectual security indispensable for the preservation of scholarly integrity. Cognitive warfare strategies are explicitly 

designed to influence individual belief systems, decision-making heuristics, and information consumption behaviors[1]. A 

growing body of literature contends that the human cognitive apparatus now constitutes a contested domain, wherein adversaries 

leverage cognitive heuristics and psychological susceptibilities[2]. Cognitive vigilance—a construct rooted in cognitive science 

and increasingly salient in security scholarship—provides a conceptual nexus between these phenomena. Defined as the 

cognitive apparatus that scrutinizes the veracity of information sources, cognitive vigilance, alongside cognitive trust, has been 

identified as a pivotal bulwark against manipulation within cognitive warfare frameworks[3]. This construct exhibits theoretical 

convergence with the foundational analytical competencies of strategic intelligence, implying that strategic intelligence training 

programs may potentiate cognitive vigilance, thereby fortifying intellectual security. 

The theoretical and practical significance of the current study is anchored in its proposition of a strategic intelligence-grounded 

framework for source credibility assessment, disinformation pattern detection, and the preservation of epistemic autonomy. 

Through the cultivation of strategic intelligence competencies, faculty members are better equipped to identify and counteract 

intellectual manipulation attempts—whether originating from ideological movements, state and non-state political actors, or 

emergent technologies such as generative artificial intelligence. 

The primary objective of this study is to address the extant theoretical lacuna by developing a comprehensive integrative model 

that explicates the nexus between strategic intelligence and intellectual security within university environments. In so doing, the 

study offers a heuristic roadmap for future empirical investigations, structured around two principal research questions: 

https://doi.org/10.54660/IJMOR.2026.5.4.119-128
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RQ1: To what extent does the cultivation of strategic 

intelligence capabilities influence the intellectual security of 

university faculty members? 

RQ2: In which current application domains and operational 

contexts is strategic intelligence being deployed? 

 

Literature Review 

The Concept of Strategic Intelligence 
The concept of strategic intelligence originated within 

military and national security contexts, wherein Sherman 

Kent established it as "the knowledge that our statesmen must 

possess to safeguard national welfare"[4]. In recent decades, 

the scope of strategic intelligence has expanded to encompass 

business and organizational contexts, where it now denotes 

the capacity to comprehend competitive environments and 

adapt strategic orientation accordingly. Strategic intelligence 

is considered one of the most contemporary concepts in 

strategic management, referring to the ability to develop 

actionable plans to mitigate potential environmental 

impacts[5]. It represents the intelligence possessed by specific 

managerial echelons, predicated upon an information system 

capable of supplying, processing, and presenting data and 

information to decision-makers, thereby enabling them to 

make strategic decisions that contribute to the efficient 

delivery of services. 
[6]Posits that strategic intelligence consists of the capacity to 

adapt to changing circumstances, rather than persisting 

blindly along a trajectory when all indicators within one's 

competitive environment signal the necessity for course 

correction. This adaptive conceptualization aligns with the 

contemporary understanding of strategic intelligence as a 

dynamic capability rather than a static knowledge 

repository[7]. 

Identifies[8] five interrelated competencies constituting 

strategic intelligence: foresight, systems thinking, visioning, 

motivation, and partnering. [9]emphasizes that strategic 

intelligence involves "providing the right information to the 

right people at the right time" to enable informed business 

decision-making, conceptualizing it as the capacity to 

anticipate future trends and adapt to evolving events through 

the execution of effective strategic decisions. [10]Propose 

strategic intelligence as an independent organizational 

resource for "monitoring and responding to emerging 

strategic signals. 

The significance of strategic intelligence is further 

underscored in strategic planning and strategic management, 

wherein it assists organizations in maintaining their position 

amidst future long-term challenges, guides organizational 

leaders toward the appropriate strategic direction, and 

emphasizes proactive activities. Strategic intelligence also 

encompasses risk analysis, investigation, mitigation of 

adverse effects, and evaluation of future forecasts and 

information[11]. 

Strategic intelligence furnishes appropriate information to the 

relevant individuals, enabling them to make decisions 

concerning the organization's future, and equips 

organizations with the environmental intelligence necessary 

to anticipate changes and design suitable strategies that create 

customer value and generate future growth and profitability 

in new markets[12]. 
[9]affirm that strategic intelligence is predicated upon 

supplying organizations and firms with data and information 

to enable adaptation to evolving environmental conditions, 

with the aim of meeting consumer demands and enhancing 

long-term profitability. Similarly, [13]indicated that strategic 

intelligence comprises distinctive cognitive capacities 

possessed by organizational and corporate leaders, rendering 

them capable of contemplating the organization's broader 

future, forecasting forthcoming events, and undertaking 

necessary decisions to address such conditions and 

occurrences. The following table1 presents a synthesis of 

selected definitions of strategic intelligence: 
 

Table 1: Definitions of Strategic Intelligence 
 

No. Definition Source 

1 A systematic and continuous process aimed at facilitating decision-making. [14] 

2 The intelligence that provides value-added information and knowledge for making strategic decisions within the organization. [5] 

3 
The process of collecting, processing, and analyzing strategically relevant information, closely linked to strategic operations, 

analysis, monitoring, as well as information associated with strategic planning and organizational development. 
[15] 

4 
The process encompassing data collection, analysis, interpretation, in addition to examining future developments, patterns, 

threats, risks, and opportunities. 
[16] 

5 
An entirely novel managerial mechanism that provides information and analytical support for making proactive decisions under 

conditions of uncertainty. 
[17] 

Dimensions of Strategic Intelligence 

Numerous studies and research have addressed the 

dimensions of strategic intelligence, proposing various 

models for these dimensions. The following table illustrates 

the most prominent dimensions identified in the literature 

Table2: 
 

Table 2: Dimensions of Strategic Intelligence 
 

Source Dimension 

[18] competitive intelligence, market intelligence, resources intelligence, finance intelligence, Innovation intelligence. 

[19] synergy among competitive intelligence, business intelligence, Knowledge management. 

[20] Foresight, Future Vision, Partnership, System Thinking, Motivation, Innovation 

[21] Foresight, Systemic Thinking, Future Vision, Staff Motivation, Partnership 

[22] Foresight, systems thinking, Future vision, Motivational, category 

[23] Foresight, Organized thinking, Collaboration, Motivation, Intuition, Creativity 

[24] foresight, systems thinking, future vision, motivation, partnership 
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The consistency of core dimensions across diverse 

organizational contexts suggests strong construct validity, 

although dimensional variations reflect different theoretical 

frameworks and research contexts. The following elaborates 

on the dimensions of strategic intelligence: 

1. Visioning: refers to the awareness of the nature of the 

environment or organization that strategic leaders desire 

and seek over an extensive time horizon. The vision 

represents the organization's actual future; consequently, 

it must be realistic, as it determines the organization's 

strategic approach. This requires that the vision be 

integrated and comprehensive, encompassing all 

organizational activities, coordination, integration, and 

interaction among these activities, to enable the 

organization to control its current situation and secure its 

future within its operational domain[8]. [25]contend that 

visioning denotes the process of formulating predictions 

about the organization's operational modalities—that is, 

what the organization ought to become in the future—

which necessitates collaboration among all 

organizational members. Visioning is also 

conceptualized as the organization's future strategic 

orientation within an integrated and comprehensive 

vision for all institutional activities and operations, 

aimed at achieving coordination, integration, and 

interaction among these activities, thereby enabling the 

institution to control its current conditions and address 

future environmental variables[26]. Furthermore, 

visioning reflects current positions and conditions while 

providing an impression or image of the organization's 

prospective state. 

2. Systems Thinking: indicated[13] that systems thinking 

represents an individual's capacity to engage with a set 

of factors to comprehend these variables and leverage 

them in achieving the organization's overarching 

objectives. It is likewise a process of understanding how 

the elements of any organization or firm interact with 

one another in an integrated manner. Systems thinking 

operates on the premise of integrating disparate elements 

for the purpose of analysis, thereby forming a coherent 

picture regarding the phenomena under consideration. 

Systems thinking denotes the ability to synthesize and 

integrate various elements to understand their mutual 

interactions in pursuit of organizational goals. As one of 

the dimensions of strategic intelligence, systems 

thinking constitutes a foundational step for identifying 

strengths within the system through the development of 

knowledge and tools toward understanding complex 

systems, and for facilitating knowledge of how to effect 

change effectively. It plays an instrumental role in 

cultivating the skills of successful leaders[27]. 

3. Motivation: refers to the leader's capacity to encourage 

employees to implement the visions they have developed 

and to direct them toward a specific goal in order to 

advance the institution's strategic objectives[28], in 

addition to the organization's ability to propel and 

incentivize individuals to work toward a common 

objective that the organization seeks to achieve[29]. 

Motivation also plays a significant role in stimulating 

employees within the institution, alongside arousing 

individuals' emotions and desires to prompt them to 

perform their work[30]. As one of the constituent elements 

of strategic intelligence, motivation represents the 

leader's ability to inspire and drive individuals toward 

belief in a shared overarching purpose, to implement 

visions and conceptualizations, and to galvanize them 

toward operating and strengthening the organization. 

4. Partnership: denotes the organization's capacity to 

establish strategic alliances with other organizations at 

the same level within a single industry or domain, and is 

expressed through collaborative agreements among 

firms seeking new investment opportunities[31]. 

Partnership is predicated upon creating alliances with 

other organizations for the purpose of achieving 

objectives. Strategic partnership also entails a 

relationship between two or more parties directed toward 

the realization of mutual benefit, grounded in 

considerations of equality, respect, reciprocal 

contribution, and integration, wherein each party 

contributes material and human resources to achieve 

shared goals. 

5. Foresight: considered one of the contemporary 

approaches that facilitates the acquisition of greater 

knowledge about forthcoming phenomena, given that 

today's managerial decisions can no longer rely 

predominantly on existing experiences. In this context, 

foresight extends beyond strategic diagnosis. The 

foresight approach is currently predicated upon effecting 

required changes in strategic planning as a consequence 

of the unexpected emergence of additional opportunities 

and threats[32]. [11]Further articulates foresight as the 

capacity to discern future trends by conducting a survey 

of dynamic factors in the past and present. The absence 

of the foresight component has led a number of 

organizations to failure. The significance of foresight as 

one of the elements of strategic intelligence for 

organizational leaders is underscored by the 

following[33]: 

a. Assisting leaders in predicting opportunities and risks 

surrounding the organization that affect its operations. 

b. Coordinating leaders' cognitive capacities, affording 

them vision, creativity, and insight into market and 

competitor issues. 

c. Providing managers with strategic information that is 

otherwise difficult to obtain. 

d. Examining the past and comprehending the present to 

enable managers to anticipate the future, relying heavily 

on their experience in the field of work and decision-

making. 

 
[34]Posit that foresight constitutes the organized scholarly 

endeavor aimed at formulating a set of calculated predictions 

over a future time period, and monitoring the fundamental 

changes accompanying such predictions. Foresight also 

encompasses forecasting social, economic, and political 

conditions anticipated to occur in the near future. 

 

Intellectual Security for University Leadership 

Security across all strata of life ensures a measure of 

tranquility that permeates every aspect of human existence; it 

fosters a peaceful atmosphere that promotes harmonious 

coexistence, respect, the preservation of life and human 

dignity, social cohesion, economic viability, the attraction of 

diverse investments, the cultivation of entrepreneurial spirit, 

increased productivity, and the overall smooth functioning of 

all administrative sectors within any state[35]. Elucidate[36] 

that intellectual security is essential for enhancing critical 

thinking and independent decision-making, thereby assisting 
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leaders in confronting contemporary global challenges. 

Accordingly, the study aims to identify the principal factors 

influencing intellectual security among university leaders 

throughout their academic careers. 

Intellectual security is indispensable for every individual 

within society and the state, as it fundamentally contributes 

to the progress and development of sound, moderate thought, 

free from extremism and excess in orientations, practices, and 

actions. Through it, the nation and the state can advance and 

prosper. In the absence of intellectual security, disorder 

proliferates, and national security is destabilized, leading to 

regression[37]. 

The concept of intellectual security, in this context, is 

distilled into the protection of intellectual property, with the 

concepts of intellectual property and intellectual security 

converging. An expanded interpretation of this concept 

entails the inclusion of intellectual security as a subsystem of 

national security, presupposing protection against threats 

confronting the country's intellectual interests at all levels and 

across all domains of human activity, in addition to the 

protection and preservation of knowledge bearers and the 

products of intellectual endeavor, and the reproduction and 

enhancement of the quality of the intellectual capacity of 

individuals who determine such activity[38]. 

The knowledge-based theory of the firm posits that an 

organization's knowledge resources and its capacity to deploy 

these resources effectively are what engender sustainable 

competitive advantages. Securing knowledge assets is of 

paramount importance during both the discovery and 

marketing stages; pharmaceutical companies incur 

substantial losses should information pertaining to their 

experimental processes, drug formulations, or other product 

development details be leaked or compromised. This may 

adversely affect the firm's ability to recover its costs and 

realize profits[39]. 

In light of the ongoing developments in artificial intelligence 

tools, which occasionally present information and knowledge 

from unreliable sources or market deviant ideologies through  

digital platforms[40], it has become imperative to combat 

intellectual deviations proactively through specific and 

clearly articulated strategies, accompanied by the provision 

of resources and monitoring mechanisms, with adjustments 

made based on outcomes. When prevention proves 

insufficient, immediate intervention, including direct 

dialogues conducted by scholars and intellectuals, assists in 

elucidating the dangers of deviant ideologies and guiding 

corrective actions in accordance with legal standards. 

Persistent deviants must face legal consequences for their 

harmful actions[41]. Numerous factors influence security-

oriented thinking, including digital media, the university 

environment, the family, and social media[36]. 

There are three preliminary generalities pertaining to 

intellectual security: first, the refinement of human 

understanding regarding religious and political issues, and 

the comprehension of deviations and human civilizations; 

second, the realization of harmony between the state and 

society to protect individuals and groups from ideological or 

intellectual deviations that may cause behavioral and 

ideational aberrations from the correct path; third, the 

protection of human thought from deviation, thereby 

contributing to the preservation of public order[42]. 

Intellectual security is defined as the protection of leadership 

thinking from extremism, the provision of safeguards for 

such thinking through the reinforcement of intellectual 

security, and its direction along the correct path by leaders, 

which is reflected in academic and organizational practices 

aimed at instilling a sense of responsibility toward national 

security and the preservation of its capabilities and 

achievements[43]. Further define[44] it as comprising a set of 

values and perceptions that reinforce behavioral controls, 

instill a sense of security within individuals, avert deviation 

toward violence, and ensure adaptation to society. 

 
Dimensions of Intellectual Security 

Numerous dimensions pertain to intellectual security, some 

of which are elucidated in the following table3: 

 
 

Table 3: Dimensions of Intellectual Security 
 

Dimension Description Source 

Moderation of human understanding 

regarding religious and political issues 
Refinement and balance in comprehending religious and political matters. 

[42] 
Harmony between state and society to 

prevent doctrinal deviation 

Alignment and coherence between state institutions and societal actors to preclude 

ideological aberrations. 

Safety of human thought from deviation to 

maintain public order 

Protection of human cognition from deviant influences to preserve social order and 

stability. 

Political 
Understanding local and global policies, affirming citizens' rights, and recognizing 

societal threats within geopolitical contexts to protect intellectual security. 

[41] 

Social 
Fostering dialogue, national unity, tolerance, and empowerment to combat bigotry and 

sectarianism, reinforcing community cohesion. 

Cultural 
Safeguarding cultural identity against media content contravening Islamic values, while 

promoting balanced perspectives and protecting cultural heritage. 

Educational 
Providing knowledge to counter extremist ideologies, embedding intellectual security 

principles in curricula, and utilizing modern pedagogical methods. 

Materials and Methods 

The data collection process was conducted in alignment with 

the procedural stages prescribed by the updated PRISMA 

2020 guidelines[45]. Following the retrieval of potentially 

relevant records, a screening process was undertaken wherein 

articles were excluded if they did not substantively address 

either strategic intelligence or intellectual security as their 

core thematic focus. 

The Scopus database was selected as the primary source for 

literature retrieval, given its recognized standing as a premier 

repository of peer-reviewed scientific publications. The 

search process extended over a six-month period. To refine 

the search outcomes, the term "strategic intelligence" was 

employed as the principal keyword, supplemented by 
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contextual descriptors including "intellectual security," 

"artificial intelligence," and "intellectual property." Inclusion 

criteria were restricted to English-language articles published 

between 2015 and 2026. The PRISMA flow diagram 

depicting the systematic review procedure is presented in the 

accompanying figure1. 
 

 
 

Fig 1: PRISMA 2020 Flow Diagram for Systematic Literature Review 

 

Studies Included in the Review 

Based on alignment with the extended thematic focus—

"Strategic Intelligence in the Context of Intellectual 

Security"—the following studies were included in the final 

synthesis. These contributions were selected for their direct 

relevance to the research domain and for the methodological 

diversity they offer, encompassing quantitative, qualitative, 

conceptual, and mixed-methods approaches. Table4 presents 

a synthesized overview of the key studies included in the 

current literature review. 
 

Table 4: Summary of Included Studies 
 

No. Author(s) Address Year Methodology Relevance to the Extended Thematic Focus 

1 

Fernandez-

Osorio & 

Acevedo-

Navas[46] 

Between Doctrine and 

Uncertainty: Contemporary 

Perspectives on Military 

Leadership and Strategic 

Thinking 

2026 
Descriptive 

Analysis 

Provides a framework for strategic thinking under conditions of 

uncertainty, which is projectable to academic contexts and intellectual 

security. It offers foundational insights into how strategic intelligence 

competencies can be cultivated in environments characterized by ambiguity 

and information asymmetry. 

2 Alqahtani[47] 

The Role of University in 

Enhancing Intellectual 

Security and Social and 

Cultural Coexistence 

among University Students 

2026 
Descriptive 

Survey 

Examines intellectual security as a core concept within a Saudi academic 

context, encompassing faculty members as a primary participant category. 

Provides comparative analysis between faculty and student perspectives, 

identifying faculty members as the most critical factor in fostering 

intellectual security. Demonstrates clear linkages to strategic intelligence 

through critical thinking, decision-making, and counter-extremism 

competencies. 

3 
Al-Halalat 

et al.[36] 

Factors Influencing the 

Formation of Intellectual 

Security among University 

Students 

2024 
Descriptive 

Design 

Employs identified factors (digital media, university environment, family, 

and social media) as entry points for understanding the challenges of 

intellectual security among faculty members. The study's multidimensional 

approach to intellectual security formation is directly transferable to 

leadership contexts. 

4 
Tulchynska 

et al.[48] 

Artificial Intellectualization 

in the Assessment System 

of the Safe Development of 

Economic Entities 

2024 
Systematic 

Analysis 

Discusses "developmental security" within the context of intellectual 

automation, presenting a model for evaluating the impact of artificial 

intelligence on the intellectual security of organizations. Provides critical 

insights into the intersection of AI-driven intellectualization and 

organizational security frameworks. 

5 Shively[49] 
The Cyber-Grand Strategy 

Gap 
2022 

Descriptive 

Analysis 

Discusses the gap between grand strategy and cybersecurity, incorporating 

references to intellectual security and intellectual property protection 

within the context of international competition. Provides a macro-level 

perspective on the strategic dimensions of intellectual security. 

6 
Siedschlag 

& 

Cross-Disciplinary 

Perspectives on Homeland 
2022 

Descriptive 

Analysis 

Presents an interdisciplinary perspective on civil security that encompasses 

cognitive and intellectual dimensions, with explicit references to strategic 



 International Journal of Management and Organizational Research  www.themanagementjournal.com 

 
    124 | P a g e  

 

Jerkovic[50] and Civil Security intelligence in decision-making processes. Offers a comprehensive 

framework for understanding security beyond traditional physical domains. 

7 
Almahaireh 

et al.[51] 

The Level of Intellectual 

Security and its 

Relationship with Life 

Satisfaction among Mutah 

University Students 

2021 
Quantitative 

Approach 

Addresses intellectual security as a central concept, offering a robust 

theoretical and methodological framework. Conducted within an Arab 

academic context (Mutah University students), it presents findings on the 

relationship between intellectual security levels and life satisfaction. These 

insights are scalable to university faculty members and hold indirect yet 

meaningful connections to strategic intelligence constructs. 

8 Shapira[52] 

The Main Challenges 

Facing Strategic 

Intelligence 

2020 
Analytical 

Article 

Addresses epistemological and philosophical challenges—such as 

questions of truth, declining trust, and the erosion of factual reliability—

that lie at the heart of the strategic intelligence-intellectual security nexus. 

Offers a profound analysis applicable to academic contexts, with direct and 

explicit connections to intellectual security through its treatment of 

knowledge, truth, and trust dynamics. 

9 

Gamboa-

Rosales et 

al.[53] 

Visualizing the Intellectual 

Structure and Evolution of 

Intelligent Transportation 

Systems 

2020 
Systematic 

Analysis 

Utilizes science mapping methodologies to analyze intellectual 

architecture, with explicit references to strategic and competitive 

intelligence. While focused on transportation systems, the methodological 

approach offers transferable insights for mapping the intellectual structure 

of security-related constructs. 

 
Studies Excluded at the Full-Text Stage 

Following the full-text assessment against the established 

inclusion criteria, a number of studies were excluded due to 

misalignment with the extended thematic focus—Strategic 

Intelligence in the Context of Intellectual Security. Table5 

presents a summary of the excluded studies along with the 

concise justifications for their exclusion. 
 

Table 5: Studies Excluded at the Full-Text Stage – Justifications for Exclusion 
 

No. Author(s) Address Year Reason for Exclusion 

1 
Saksupapchon et 

al.[54] 

A Framework to Map Corporate Intellectual 

Property Capabilities in Large Tech 

Organizations: Lessons from Airbus 

2026 

Topic misalignment with strategic intelligence; study focuses on 

intellectual property (IP) management rather than intellectual 

security as defined in the current review. 

2 Pang et al.[55] 
Strategic Mechanism for Enhanced Sustainable 

Practice Performance in Shipping Organizations 
2026 

Industrial context limited to maritime shipping operations; no 

cognitive, academic, or intellectual security projection applicable 

to the current review's focus. 

3 
Sudarvel et 

al.[56] 

Supply Chain Vulnerabilities in Knowledge 

Systems 
2025 

Concentrates on vulnerabilities within knowledge supply chains; 

does not engage with strategic intelligence or intellectual 

security as core thematic constructs. 

4 
Mulwani et 

al.[57] 
Applications of XAI in Product Development 2025 

Addresses explainable artificial intelligence (XAI) specifically 

within product development frameworks; lacks conceptual or 

empirical linkage to intellectual security. 

5 Golovko et al.[58] 
Obfuscation Technologies of High-Level Source 

Code Using Artificial Intelligence 
2023 

Technical orientation centered on source code protection; does 

not address strategic intelligence or intellectual security in 

organizational or cognitive contexts. 

6 
Sili & 

ZHANG[59] 

Review of Deep Learning for Language 

Modeling 
2023 

Exclusively technical focus on deep learning architectures for 

language modeling; no substantive relevance to strategic 

intelligence or intellectual security. 

7 Kamat[60] 
Chessography: A Cryptosystem Based on the 

Game of Chess 
2017 

Purely technical focus on cryptographic systems; no 

demonstrable connection to strategic intelligence or intellectual 

security constructs. 

Results 

The co-occurrence analysis of high-frequency keywords 

yielded six discernible thematic clusters, each reflecting a 

distinct yet interrelated dimension of the strategic intelligence 

research landscape. Figure2 presents a visual representation 

of the co-occurrence network map, wherein each cluster 

constitutes a coherent aggregation of interrelated concepts, 

thereby illustrating the principal thematic orientations 

evident in the literature. 
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Fig 2: visual representation of the co-occurrence network map 

 
The largest cluster, centered on strategic intelligence and 

decision-making, underscores the cognitive and 

administrative underpinnings of the field. A second cluster, 

encompassing cybersecurity and intellectual property 

protection, highlights the growing convergence between 

security paradigms and knowledge asset safeguarding. The 

third cluster, dominated by artificial intelligence and machine 

learning, attests to the transformative impact of emerging 

technologies on strategic practices. A fourth cluster, 

organized around intellectual capital and human resource 

management, emphasizes the human and organizational 

dimensions of strategic intelligence. The fifth cluster, 

comprising bibliometric indicators, reflects the 

methodological orientation of the current review, while the 

sixth cluster captures broader strategic dynamics such as 

competition, mergers, and military communications. 

Collectively, these clusters provide a comprehensive 

cartography of the intellectual structure of strategic 

intelligence research, revealing both established domains and 

emergent frontiers. 

 

Results of Research Questions 

The systematic review of the literature addressing the first 

research question reveals that the cultivation of strategic 

intelligence competencies exerts a measurable influence on 

the intellectual security of university faculty members 

through four interrelated mechanisms. First, cognitive 

vigilance—defined as the critical appraisal of information 

sources amidst pervasive cognitive disinformation—

enhances the faculty's capacity to detect manipulation, 

distinguish credible from unreliable content, and resist 

deceptive narratives[52;52;50]. Second, intellectual autonomy 

enables faculty members to withstand ideological 

subjugation and external pressures through objective, 

evidence-based analysis, thereby preserving academic 

integrity and epistemic independence[49;46]. Third, cognitive 

risk management equips faculty with the analytical tools to 

identify, assess, and mitigate intellectual threats, ensuring the 

protection of knowledge assets and the continuity of 

academic endeavors[47;36;48]. Fourth, systems thinking and 

foresight empower faculty to comprehend complex 

interdependencies and anticipate future developments, 

facilitating proactive planning and strategic visioning for 

both individual and institutional academic trajectories[53]. 

With respect to the second research question, the thematic 

classification of the included studies, as depicted in Figure3, 

demonstrates that strategic intelligence applications extend 

across a remarkably broad spectrum of disciplinary domains. 

The most prominent fields include Computer Science, 

Engineering, Business Administration, Arts and Humanities, 

Mathematics, Economics, Earth Sciences, Healthcare and 

Medicine, and Energy. This interdisciplinary dispersion 

underscores the pervasive relevance of strategic intelligence 

as a cross-cutting competency that transcends traditional 

sectoral boundaries, affirming its applicability within both 

academic and non-academic contexts. 
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Fig 3: Distribution of Studies by Thematic Categories Based on Scopus Classification 

 

Discussion 

The present systematic review arrives at the overarching 

conclusion that the cognitive architecture of strategic 

intelligence may be viably conceptualized as a facilitative 

framework for bolstering intellectual security among 

university faculty members. This is achieved through a 

constellation of interrelated cognitive mechanisms, 

prominently including cognitive vigilance, intellectual 

autonomy, cognitive risk management, and the synergistic 

application of systems thinking and foresight. The findings 

substantiate the proposition that the cultivation of strategic 

intelligence competencies within academic leadership 

constitutes a practicable and effective strategy for navigating 

the multifaceted cognitive adversities characterizing 

contemporary informational ecosystems. 

The observed thematic heterogeneity of strategic intelligence 

research attests to its inherently interdisciplinary nature. In 

the specific context of intellectual security, strategic 

intelligence transcends purely technical or computational 

confines, permeating administrative, legal, economic, and 

socio-cultural spheres. This convergence empirically 

validates the reference study's assertion that successful 

strategic intelligence deployment demands holistic 

methodologies that synthesize technical acumen with 

administrative and policy-oriented expertise. Recent 

developments in AI-driven decision intelligence further 

demonstrate how advanced analytical frameworks can 

support strategic evaluation and decision-making under 

conditions of uncertainty by integrating complex information 

streams into structured intelligence processes [61]. 

A critical insight emerging from this systematic review is the 

pronounced paucity of studies that explicitly and directly 

intersect strategic intelligence with intellectual security 

within academic settings. This lacuna constitutes a 

substantive knowledge void that urgently invites scholarly 

inquiry, institutional intervention, and policy formulation. 

Addressing this gap is of both theoretical and practical 

import: it promises to fortify the intellectual security of 

faculty members, elevate the calibre of pedagogical and 

research productivity, and insulate intellectual elites against 

rapidly evolving cognitive threats, including disinformation, 

ideological manipulation, and epistemic subversion. 

In light of these findings, the review advocates for the 

adoption of an integrated, multi-level framework that 

synchronizes strategic intelligence development efforts 

across three interdependent strata: the individual (faculty-

level competencies), the institutional (organizational 

structures and cultures), and the policy (national and sectoral 

strategies). This framework should be underpinned by 

methodological pluralism—encompassing quantitative, 

qualitative, and mixed-methods designs—to systematically 

address extant knowledge gaps and progressively expand the 

empirical and theoretical foundations of this nascent yet 

critical research domain. 

Ultimately, the review posits that investment in the strategic 

intelligence capacitation of university faculty transcends a 

purely academic consideration; it represents a strategic 

imperative of the highest order. Such investment is 

indispensable for safeguarding intellectual and academic 

elites, ensuring the sustained quality and integrity of 

educational and research outputs, and reinforcing the 

intellectual security architecture of academic institutions and, 

by extension, society as a whole. 
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